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1
Decision/action requested

The contribution proposes to include a key issue on eNPN.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]
3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
3
Rationale

Part of SA2 study [1], the following topics have been approved as a KI on device onboarding.

Means for a UE, that is verifiably secure and uniquely identifiable to 5GS, for remote provisioning, including:
· including:
· How does the UE discover and select the NPN before UE subscription is provisioned.

· How does the network authenticate the UE before the UE’s subscription is provisioned.

· NOTE 2:
This key issue covers devices with and without a UICC.

· NOTE 3:
Security aspects should be discussed and confirmed by SA WG.
Part of the SA2 key issue concerns authentication of a device before subscription provisioning and note 3 recommends that it should be studied by SA3.
The study [1] also include the terms NPN-credentials, which might be non-3GPP credentials, and default UE credentials. These credentials have a confidential component, private or symmetric key, which needs to be securely stored in the device to maintain the trust both during onboarding and later primary authentication.
This key issue concerns the storage of these keys.

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [2].
**** START OF CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[A]




3GPP TR 23.700-07: “Study on enhanced support of non-public networks”.
**** NEXT CHANGES ****
5.Z
Key Issue #Z: Requirements for storing non-3GGP credentials in a device.
5.Z.1
Issue details

As part of the SA2 study [A] non-3GPP credentials needs to be handled the device. This implies that a confidential private or symmetric key shall be store somewhere in the device storage. For the 3GPP credentials this is handled by the UICC which also builds trust in the credential’s storage through certification. This key issue proposes to study a set of minimum requirements for the storage of credentials in a device. 
5.Z.2
Security threats
If minimum requirements are not set for the storage of the confidential part of the credentials, these might be some of the threats to the SNPN.
Confidential keys might leak and enable impersonation attacks.
Confidential keys might be cloned from one device to another and thereby enable impersonation attacks.
Confidential keys might be erased and thereby enable a PDOS attack.  
5.Z.3
Potential security requirements

Confidential keys shall be confidentiality protected when stored in a 
device. 

Confidential keys shall be integrity protected when stored in a device.

Confidential keys shall be rollback protected when stored in a device.  
**** END OF CHANGES ****

